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SCOPE OF CLAIM 

1. A method of protecting an onerous program, characterized by steps of: 
encoding a target program and recording said program in a predetermined 
program storage region; generating a program identification signal that 
corresponds to said program; and regarding a storage medium storing said 
encoded onerous program, said storage medium formed by writing said program 
identification signal to a first storage region of said medium and to an erasable 
second storage region of said medium which is different from said first storage 
region, said first and second storage region read prior to reading said program 
storage region, comparing, on the user's terminal, the contents of said first and 
second storage regions or comparing a pre-registered content with the content 
of said first and second region, at the beginning of the use of said program. 

2. The method of protecting a program according to claim 1, characterized by 
further steps of: requiring predetermined registration regarding said program 
when said storage medium storing said encoded onerous program is first used; 
and erasing the content of said second storage region. 3. The method of 
protecting a program according to claim 1, characterized in that said second 
storage region is inaccessible for users or kept in secret to users. 

PREFERRED EMBODIMENTS OF THE INVENTION 

Referring to the accompanying drawings, the invention will now be 
described in detail with reference to a first embodiment. 

First, a method of recording onerous program on a predetermined 
storage medium will be described. Referring to Figs. 1a and Fig. 1b, there is 
shown a first embodiment in which an onerous program is recorded on an 
erasable storage medium such as a magnetic disk and a magnetic tape. Fig. 1a 



illustrates a first embodiment of a method of recording an onerous program on 
the provider side. Fig. 1b illustrates a recording format of an onerous program 
stored on an erasable storage medium. 

In Fig. 1a, a storage medium (1) is a first storage medium which stores 
a program (original program) to be offered to users for value. The original 
program is once read from the first storage medium 1 (Step 11) and encoded to 
obtain an encoded program 21 using appropriate encoding means 2 following a 
predetermined technique. On the other hand, an identification signal provision 
means 3 generates a program identification signal 31 for defining a prescribed 
relationship between the encoded program 21. Prior to distribution, both the 
encoded program 21 and the program identification signal 31 corresponding to 
the program 21 are encoded and recorded on an erasable second storage 
medium 5 in a predetermined format by means of a recording apparatus that 
includes a high-speed copying device. 

Fig. 1b shows a format of the onerous program 41 recorded on the 
erasable second storage medium 5, which includes a region 21a storing the 
encoded program 21, a first and a second storage regions 31a and 31b, 
respectively, for independently storing the same program identification signal 31, 
and separation regions 23 which are inserted to separate a multiplicity of 
regions for storing onerous information but do not contain any meaningful 
information. 

In this way the onerous program 41 is recorded on the erasable second 
storage medium 5 and distributed to users for value through appropriate 
distribution networks. 

Referring to Figs. 2a and 2b, a second embodiment of recording an 
onerous program on an inerasable storage medium such as a compact disk will 
now be described. Fig. 2a illustrates the second embodiment of a method of 
recording an onerous program on provider side, and Fig. 2b illustrates a 
recording format of the onerous program recorded on an inerasable storage 
medium. As shown in Fig. 2a, the original program stored on the first storage 
medium 1 is once read out (Step 11) and encoded into an encoded program 21 
using appropriate encoding means 2 following a predetermined technique. A 
program identification signal 31 is generated by an identification signal provision 
means 3, in the same manner as in the first embodiment. 

In the second embodiment shown herein an inerasable storage medium 
5a as described above is used, which is, however, have an erasable region 
formed by application of, for example, a coat of magnetic material on a 
predetermined section of the medium. The encoded program 21 and 



corresponding program identification signal 31 are recorded by a first recording 
device 4a on the inerasable region of the second storage medium 5a as part 42 
of the onerous program (42+43). The program identification signal 31 is 
recorded on the inerasable region of the storage medium 5a by a second 
recording device 4b as another part of the onerous program (42+43). 

Fig. 2b shows a format of the onerous program (42+43) recorded on the 
inerasable second storage medium 5a which partially includes erasable region. 
Like or identical elements in Figs. 1b and 2b are denoted by like or the same 
reference numerals. 

The onerous program (42+43) is recorded on the storage medium such that the 
part 42 which includes the encoded program 21 and the program identification 
signal 31 are recorded on the inerasable region of the second storage medium 
5a, while the rest 43 of the onerous program is recorded on the erasable region. 
In this way, entire onerous program (42+43) is recorded on the storage medium 
5a, and distributed to users for value. 

Next, referring to Figs. 3a-3e and Fig. 4, operations of a user terminal 
will be described. Figs. 3a-3e show an exemplary user terminal and a timing 
diagram of explanatory operations. Fig. 4 is a flowchart showing operations 
regarding identification of a program by the user terminal. 

First, referring to Fig. 3a, there is shown a schematic view of a signal 
read section of the user terminal dealing with an onerous program recorded in 
the format as shown in Fig. 1b. Fig. 3b is a timing diagram of explanatory 
operations of the user terminal as shown in Fig. 3a. 

The user terminal shown in Fig. 3a has a read head 6a for reading an 
onerous program stored in a storage medium, and an erasing head 6c for 
erasing the information stored in a predetermined section of the storage 
medium. 

In the example shown herein, only one read head 6a is shown, which 
does not hinder read operations, since pieces of the program can be read out 
consecutively, as seen from the recording format shown in Fig. 1b. Elements 7a 
and 7b are a first and a second serial-to-parallel conversion registers for 
converting serial information into parallel information read by the head 6a. 
Element 7 is a first comparator for examining coincidence of the contents in the 
first and second serial-to-parallel conversion registers 7a and 7b, respectively. 
Element 71 is a D type flip-flop, and element 72 is a rising-edge detection circuit. 
Element 73 is a second comparator for determining the coincidence between the 
content of the first serial-to-parallel conversion register 7a and the content of a 
non-volatile memory 8. Element 81 is an address pointer latch. Element 82 is an 



address counter. Element 83 is an address selector. Element 85 is a plus-one 
circuit. Element 86 is a third comparator. Element 9 is a decoding circuit. 
Element 10 is a clock control circuit. 

In the user terminal as described above, an output signal 600 retrieved 
from an onerous program by the read head 6a is fed to the decoding circuit 9 
and to the first and the second serial-to-parallel conversion registers 7a and 7b. 
A detection signal 50 is generated to indicate that the storage medium 5 (not 
shown) carrying thereon an onerous program is loaded on the user terminal. 
The detection signal 50 is fed to the clock control circuit 10, which in turn 
generates a first reset signal 704 to reset the flip-flop 71. As a result, the 
decoding operation control signal 705 applied to the enable terminal ENB of the 
decoding circuit 9 is pulled LOW, thereby disabling decoding by the decoding 
circuit 9. In this case, the reset terminal R of the address counter 82 of the 
non-volatile memory 8 is also supplied with a second reset signal 812 from the 
clock control circuit 10 to nullify the count of the address counter 82. In what 
follows it is assumed that in the exemplary operations performed in the user 
terminal, address 0 of the non-volatile memory 8 is used as the address pointer 
for a new registration. The output signal 802 of the address counter 82 is 
supplied to the non-volatile memory 8 as the address signal 806 via the address 
selector 83. The output signal is latched in the address pointer latch 81 by the 
trigger signal 811 issued from the clock control circuit 10. At this stage, the 
content stored at address 0 of the non-volatile memory 8 indicates the final 
address of the registered program identification code. The output 807 of the 
address pointer latch 81 is incremented by +1 by the plus-one circuit 85 and fed 
to another input terminal of the address selector 83. By switching the select 
signal 814, the non-volatile memory 8 is fed with an address signal 804, which 
indicates the program identification code to be stored next in the memory 8. On 
the other hand, the output signal 600 from the read head 6a sequentially read by 
the clock pulses B 702 and A 701 into the second and first serial-to-parallel 
conversion register 7b and 7a, respectively. The signals are then compared with 
each other in the comparator 7. When the storage medium 5 is first loaded, the 
output signal 70a of the second serial-to-parallel conversion register 7b 
corresponds to the program identification signal in the first storage region 31a. 
The output signal 70b of the second serial-to-parallel conversion register 7b 
corresponds to the program identification code in the second storage region 31b. 
When the storage medium 5 is first loaded, both program identification codes 
match each other that the coincidence output 700 of the first comparator 7 
becomes HIGH, which is latched in the flip-flop 71 by the trigger signal 703 from 



the clock control circuit 10, thereby pulling up the decoding operation control 
signal 705 to HIGH to enable the decoding circuit 9 to perform decoding. The 
output signal 70a of the serial-to-parallel conversion register 7a is fed to the 
data input line 805 of the non-volatile memory 8 via the data selector 84, which 
signal is written to a new address of the non-volatile memory 8 upon detection of 
the rise of the flip-flop 71 by the edge rise detection signal 801 , thereby carrying 
out the registration and erasing the content of the second storage region 31 b. 
Following the completion of the registration, the select signals 814 of the 
address selector 83 and data selector 84 are switched to thereby supply the 
signal line 806 of the non-volatile memory 8 with the output 802 of the address 
counter 82, and supply a signal indicative of address pointer +1 to the data input 
signal line 805, and update the address pointer in accordance with the write 
pulse received from the clock control circuit 10. In this case, since the address 
counter 82 is not supplied with the clock signal 813 at this stage, the address 
signal 802 is 0, that is, the signal is holding the address pointer location. Next, 
operations of the user terminal loaded with a storage medium containing a 
registered onerous program will be described. Fig. 3C is a timing diagram 
showing the operations in that instance. In this case, the program identification 
code that was in the second erasable storage region 31b has been erased that 
no output indicative of the coincidence will be obtained in the first comparator 7. 
In such cases, a search is made by the user terminal if there is any data which 
corresponds to the program identification code within the registration program. 
That is, if a new registration detection signal 71 1 is not entered after a trigger 
signal 703 is issued from the clock control circuit 10, the selector signal 814 is 
switched from the pointer to the address counter to generate an address counter 
clock 813. The address signal 806 ( = 802) of the non-volatile memory 8 is 
changed by clocks 813 in sequence, starting from address 1. In 
correspondence with this change, the signal 803 retrieved from the non-volatile 
memory 8 is also changed in sequence. Assuming here that the identification 
code of the storage medium 5 loaded in the terminal is registered at address j, 
the content stored at address j coincides with the content of the first memory 
region 31a, which is the program identification code, of the storage medium 5. 
Then, the coincidence detection output of the second comparator 73, i.e. 
registration detection signal 706, becomes HIGH, which causes the flip-flop 71 
to output HIGH decoding control signal 705, which in turn enables the decoding 
circuit 9. Next, if the program identification code has not been registered for the 
storage medium 5 in use in the user terminal, none of the data retrieved from the 
non-volatile memory 8 will not coincide, so that the address counter 82 is 



advanced to a predetermined value p indicated by the output 807 of the address 
pointer 81. At this point, a count termination signal 821 is provided by a third 
comparator 86 to the clock control circuit 10 to stop generation of the counter 
clock 813. Meanwhile, the decoding control signal 705, which is currently LOW, 
prohibits decoding operation by the decoding circuit 9. 

Next, referring to Fig. 3d, there is shown a configuration of the user 
terminal in the context of an onerous program recorded in the format as shown 
in Fig. 2b. Fig. 3e is a timing diagram of exemplary operations in the user 
terminal of Fig. 3d. As shown in Fig. 3d, there are provided read heads 6a and 
6b for reading the storage medium which contains the onerous program. The 
head 6a is an optical read head for example for retrieving inerasable information 
from an inerasable section of the medium, while the head 6b is a magnetic read 
head for example for retrieving information from an erasable section. 

The program identification codes stored in the first and the second 
storage regions 31a and 31b, respectively, of the storage medium 5a, are 
retrieved to the first and the second serial-to-parallel conversion registers 7a 
and 7b and compared with each other in the first comparator 7. In this instance, 
the clock signal A 702 and signal B 702 applied to the respective 
serial-to-parallel conversion registers 7a and 7b need not be set in a special 
chronological order. Although the erasing signal 601 for the erasing head 6c is 
issued from a clock control circuit (not shown), the timing of the signal is 
determined based on the positions of the two read heads and of the erasing 
head 6C. In any of the configurations as shown in Figs. 3a and 3d, a comparison 
is made between the program identification code of the loaded storage medium 
and the registered identification code stored in the user terminal. When a 
coincidence is established between them, the decoding circuit 9 is enabled, 
allowing the program to run and/or rendering necessary information audible 
and/or visible. On the other hand, when no coincidence is established, the user 
of the terminal is not an authorized user, so that the decoding circuit 9 is not 
enabled. Thus, the onerous program is left unusable. The above described 
procedure is also shown in the flowchart of Fig. 4. Although a possibility of 
decrypting the content of erasable second storage region 31 b by a user cannot 
be totally denied, such latent hazard can be eliminated by setting the storage 
region in a section not accessible to the user or in a secret section of the 
medium. 

BRIEF DESCRIPTION OF THE INVENTION 

Fig. 1a shows a first embodiment of a method according to the invention. 
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Fig. 1 b shows a recording format of an onerous program stored on an 
erasable storage medium.. 

Fig. 2a shows a second embodiment of a method according to the 
invention. 

Fig. 2b shows a recording format of an onerous program stored on an 
inerasable storage medium. 

Fig. 3a is a block diagram representation of a user terminal to which the 
recording format of Fig. 1b is applied. 

Fig. 3b is a timing diagram of a new registration of the program made in 
the user terminal. 

Fig. 3C is a timing diagram for determining if the program is registered in 
the user terminal as shown in Fig. 3a. 

Fig. 3d is a block diagram representation of a user terminal to which the 
recording format shown in Fig. 2b is applied. 

Fig. 3e is a timing diagram of exemplary operations made in a user 
terminal shown in Fig. 3d. 

Fig. 4 is a timing diagram of program identification procedure performed 
in a user terminal. 

1 . FIRST STORAGE MEDIUM 

2 ENCODING MEANS 

3 IDENTIFICATION CODE PROVISION MEANS 

4, 4a, and 4b RECORDING APPARATUS 

5, 5a SECOND STORAGE MEDIUM 
6a, 6b READ HEAD; 

6C ERASING HEAD 

7. 7a, 7b SERIAL-TO-PARALLEL CONVERSION REGISTER 

8. NON-VOLATILE STORAGE 

9. DECODING MEAN 

Like or corresponding elements are denoted by like reference numerals 
throughout the drawings. 
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